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Abstract—This paper addresses the resilient rendezvous prob-
lem for leader-follower multi-agent systems (MASs) in the
presence of adversarial attacks. A novel leader-follower attack-
tolerant (LFAT) algorithm is developed to ensure that the healthy
followers reach rendezvous on the reference value propagated
by healthy leaders. Compared with the existing weighted mean-
subsequence-reduced (W-MSR) algorithm, the proposed LFAT
algorithm includes a necessary state initialization step for leader
and follower agents and an improved threat elimination step, so
that more effective information can be retained for state updates.
The necessary and sufficient condition on the network topology is
further derived to ensure resilient rendezvous for leader-follower
MASs. Compared with the existing resilient algorithms, the pro-
posed LFAT algorithm enables MASs to achieve leader-follower
resilient rendezvous under relaxed graph robustness conditions,
so that the network redundancy is mitigated. Several numerical
examples are given to illustrate the superior performance of
the LFAT algorithm and the scalability to lager-scale and time-
varying networks.

Index Terms—Leader-follower resilient rendezvous, multi-
agent system, LFAT algorithm, adversarial attack, network
topology

I. INTRODUCTION

ITH the development of modern industrial automation,

guaranteeing and improving the resilience of the multi-
agent system (MAS) against adversarial attacks has become
increasingly critical [1]-[5] due to its wide application in
multi-robot systems [6], smart grids [7], wireless sensor net-
works [8], and formation control [9], [10]. The lack of global
situational awareness and distributed characteristics render
MASs vulnerable to targeted adversarial attacks. Agents may
be compromised by a cyber attack, which would render the
agent lose its capability to implement the prescribed control
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protocols. More seriously, a single misbehaving agent injection
can cause an overall system collapse [11]. Consequently, it is
vital to investigate resilient coordination problems for MASs,
so that healthy agents can operate normally under the influence
of adversarial attacks.

Toward this objective, the resilient rendezvous problem has
been extensively investigated in recent years [12]-[16]. Such
problems can be roughly divided into the leaderless resilient
rendezvous problem [12] and the leader-follower resilient ren-
dezvous problem [13]. The former aims to devise distributed
resilient algorithms to ensure that the state values of healthy
agents reach rendezvous on a certain value or an error range,
regardless of the influence of some misbehaving agents. The
latter usually requires a leader-follower structure and resilient
algorithms to ensure that the follower agents (followers) reach
rendezvous on the reference value propagated by a single or
multiple leader agents (leaders) [17], [18]. Followers should
not only track the leaders’ reference state, but also defend
against the influence of misbehaving agents, who may send
abnormal information to other healthy agents. Compared to the
leaderless resilient rendezvous problem, addressing the leader-
follower resilient rendezvous problem is more challenging,
since both leaders and followers may be compromised by
attackers and more stringent graph conditions may be neces-
sitated [11].

In the context of resilient rendezvous, a class of algorithms
known as Mean-Subsequence-Reduced (MSR) has garnered
increasing attention in the past decade owing to its attack-
tolerant feature. In the seminal study [12], the authors de-
veloped a weighted MSR (W-MSR) method to ensure re-
silient rendezvous against Byzantine attacks. It helps each
healthy agent eliminate potential contaminated information
received from its in-neighbor set. Motivated by this pioneering
work, numerous variants of the W-MSR algorithm have been
developed [19]-[24]. Under leader-follower structures, the
paper [13] adopted the W-MSR algorithm to address the
leader-follower resilient rendezvous problem for MASs with
single-integrator dynamics. Subsequently, the leader-follower
resilient rendezvous with dynamic leaders [14], [25] and over
time-varying networks [26] were achieved based on the idea
of MSR, respectively. In addition, the study [27] extended the
resilient rendezvous results above to containment control and
achieved resilient containment for leader-follower MASs with
single-integrator and double-integrator dynamics, respectively.
However, most of these MSR-based results merely present



sufficient graph conditions to achieve leader-follower resilient
rendezvous or containment. To enhance theoretical complete-
ness, a further investigation of the necessary graph condition
is required.

In addition to the lack of complete theoretical conditions,
another concern for leader-follower resilient control is the
high redundancy of the network topology. Although MSR-type
algorithms can efficiently eliminate the potential contaminated
data for healthy agents, they usually require that each healthy
agent possesses a sufficient number of in-neighbors (i.e.,
graph robustness) to implement the threat elimination step.
This requirement induces a redundant network topology. As
a consequence, existing results [13], [26], [27] related to
resilient control are built on stringent graph conditions, which
require the communication topology to be strongly (2f + 1)-
robust or even strongly (3f + 1)-robust, where f refers to the
maximum number of misbehaving agents in the in-neighbor
set of each healthy agent. More seriously, the network will
become extremely complex as the parameter f increases,
which would result in heavy topology redundancy.

To mitigate the stringent graph condition, the idea of the
trusted node was introduced in [28] to ensure resilient ren-
dezvous for MASs despite any number of adversarial attacks.
Such node is assumed to be sufficiently secure and cannot be
compromised by adversarial attacks. Motivated by this seminal
study, trusted-nodes-based methods were developed in [13],
[29], [30] to improve the graph robustness and achieve resilient
rendezvous for MASs with reduced network redundancy.
Similar resilient algorithms incorporating trusted edges [31]
and trusted regions [32] were developed accordingly to relax
the graph robustness requirements. Nevertheless, these trusted
units are usually assumed to be free from adversarial attacks,
which turns out to be a stringent assumption and may be dif-
ficult to satisfy in practical scenarios. For example, the paper
[13] requires all leaders to be trusted to guarantee resilient
rendezvous for leader-follower MASs with reduced network
robustness. Thus, how to reduce network redundancy from an
algorithmic perspective becomes a challenging problem.

Inspired by the aforementioned observations and motivated
by the W-MSR algorithm, we develop a leader-follower attack-
tolerant (LFAT) algorithm to guarantee resilient rendezvous for
leader-follower MASs in the presence of adversarial attacks
with reduced network redundancy. The research emphases of
this study are summarized as follows.

1) We develop a novel LFAT algorithm to address the
resilient rendezvous problem for leader-follower MASs.
Compared to the studies [13], [26], [27], the proposed
LFAT algorithm relaxes the sufficient graph condition
for achieving leader-follower resilient rendezvous from
strong (2f + 1)-robustness of the whole network to
strong (f + 1)-robustness of the healthy network, which
means that fewer directed edges are required and topol-
ogy redundancy is thereby reduced. The construction of
the proposed graph condition in practical scenarios has
also been explicitly stated.

2) With the proposed LFAT algorithm, we further derive
the necessary and sufficient graph condition to achieve
leader-follower resilient rendezvous. In contrast to the

existing results [14], [25], [33] on leader-follower re-
silient rendezvous that only partially addressed sufficient
graph conditions, this study proves that strong (f + 1)-
robustness of the healthy network is the necessary and
sufficient condition to achieve resilient rendezvous for
leader-follower MASs, which bridges the gap on graph
condition analysis.

3) We further extend the obtained results to larger-scale
MASSs, time-varying networks, and microgrid systems,
respectively, where the reference value propagated by
healthy leaders may jump with time steps. The numerical
examples show that the proposed LFAT algorithm is still
applicable to these complex scenarios. More specifically,
healthy followers achieve resilient rendezvous despite
the influence of multiple misbehaving agents, whether
the reference value jumps or the network topology
varies. Regarding the frequency synchronization prob-
lem in microgrid systems, the LFAT algorithm still
ensures resilient synchronization of frequency reference
corrections. The scalability of the proposed method is
thus validated.

The remainder of this study is organized as follows. Sec-
tion II introduces some preliminaries on graphs and formulates
the resilient rendezvous problem for leader-follower MASs.
The convergence analysis with the LFAT algorithm is con-
ducted in Section III. Several numerical examples are given
in Section IV to validate that strong (f + 1)-robustness is
necessary and sufficient to achieve resilient rendezvous for
leader-follower MASs. The conclusion and future work are
stated in Section V.

II. PROBLEM SETUP
A. Graph Theory Notions

Consider a leader-follower MAS modeled by a time-
invariant digraph D = (V,&), where V = {1,...,n} is
the node set and £ C V x V is the directed edge set. The
edge (j,i) € & indicates that agent ¢ has access to the
information of agent j. The in-neighbor and out-neighbor sets
for agent i are defined as N" = {j € V|(j,i) € £} and
Nt = {j € V|(i,j) € &}, respectively. The inclusive in-
neighbor set for agent i is further defined as Z" = Ni" U {i}.

We consider the situation that the node set V' contains
misbehaving agents. Therefore, two essential notions for time-
invariant graphs are given to characterize the resilience, i.e.,
reachability and robustness.

Definition 1 ( [12]): Consider a time-invariant digraph D =
(V, €) and a nonempty proper subset S C V. The set S is said
to be r-reachable if it holds |./\/Zm \S |>r, Ji€ S, where
re Z+.

Definition 2 ( [34]): Consider a time-invariant digraph D =
(V, €) and a nonempty proper subset S; C V. The digraph D
is said to be strongly r-robust with respect to (w.r.t.) S if for
any nonempty subset Sy C V\Si, Sy is r-reachable, where
T € Ly

The concept of strongly r-robust graph requires that for
any nonempty subset So C V\Sj, there exist some nodes in
S2 who possess at least  in-neighbors from outside. This



property is crucial for achieving leader-follower rendezvous
under adversarial attacks, which will be examined later.

The variants of reachable sets and robust graphs in time-
varying networks are presented below, respectively.

Definition 3 (Jointly r-reachable set [35]): Consider a time-
varying digraph D[t] = (V,£[t]) and a nonempty proper
subset S C V. S is said to be jointly r-reachable if there
exists an infinite sequence of uniformly bounded and non-
overlapping time intervals [t,¢,41) such that in each time
interval [tp,,tp41), there exist a time step t; € [tp,tp41) and
an agent i; € S such that [N [t;)\S| > r, where r € Z,,

Definition 4 (Jointly and strongly r-robust graph [30]):
Consider a time-varying digraph D[t] = (V,E€[t]) and a
nonempty proper subset S; C V. DJ[t] is said to be jointly
and strongly r-robust w.r.t. S if for any nonempty subset
Sz C V\S1, S is jointly r-reachable, where r € Z..

B. Leader-Follower MAS

In this study, we consider a leader-follower MAS, which
is composed of two types of agents: 1) leader agents (or
leaders); and 2) follower agents (or followers), with the former
propagating a reference value and the latter aiming to converge
to this value and achieve resilient rendezvous. We denote the
sets of leaders and followers as £ and F, respectively. For
each leader [ € L, its state remains constant:

ot+1] =17, (1)

where z;[t + 1] € R is the state value of leader [ at time step
t+ 1 with t € Z>(, and T remains constant over a period of
time but may suddenly change at some time step. For each
follower ¢ € F, its state update follows

zilt + 1) = F; ({2[1]}) , 2)

where 2[t] € R is the value transmitted from agent j € Z;"
to agent i at time step ¢ with x;[t] = z¢[t], and the update rule
F;(-) is dependent on z[t] and can be an arbitrary function.
Regarding the leader-follower rendezvous problem, a typical
control protocol [36] for followers is introduced as

Fi ({310]}) = Y 0s;[t)5[1], 3)

jeT®

where 6,;[t] is the weight of edge (j,1).

In the context of adversarial attack, agents in the leader-
follower MAS are classified into healthy agents (or healthy
nodes) and misbehaving agents (or misbehaving nodes) ac-
cording to the following definitions:

Definition 5 ( [12]): An agent is said to be healthy if it
sends its current state x;[t] to all of its out-neighbors at each
time step ¢ and uses the rules (1) or (2) for state updates.

Definition 6 ( [12]): An agent is said to be misbehaving
if it sends its current state x;[t] to all of its out-neighbors at
each time step ¢, but its state update is uncontrolled by the
designed rule (manipulated by attackers).

Let the sets of healthy and misbehaving agents be H and M,
where it holds # C V and M := V\'H. Let Dy, be the digraph
of H, which captures the healthy nodes and the connections
between these nodes. Furthermore, let the sets of healthy

leaders and healthy followers be L£;, and Fj. The following
definition quantifies the distribution of adversarial attacks by
limiting the maximum number of misbehaving agents in the
in-neighbor set of each follower.

Definition 7 (f-local attack model [12]): The misbehaving
set M is said to satisfy the f-local attack model if the in-
neighbor set of each agent ¢ contains at most f misbehaving
agents, i.e., [N"N M| < f, Vi €V, where f € Zx.

Remark 1: Since both leaders and followers may be com-
promised by adversarial attacks, the prescribed rules (1) and
(2) will only be followed by healthy leaders and healthy
followers for state updates. In addition, the identities of leaders
and misbehaving agents are unknown to other agents in the
network. This anonymity increases the difficulty of designing
resilient algorithms.

Remark 2: The parameter f in Definition 7 does not have
to be the exact number of misbehaving agents, but can be an
upper limit. Furthermore, the f-local model is scalable, since
it does not constrain the maximum number of misbehaving
agents in the whole network. These properties show the appli-
cability of the f-local model in practical scenarios. Therefore,
the f-local model is adopted to characterize the distribution
of adversarial attacks.

C. Resilient Rendezvous Problem

This study aims to tackle the following coordination prob-
lem. Specifically, we need to design resilient algorithms such
that the state values of all healthy followers asymptotically
reach agree on the reference value defined by the state values
of healthy leaders, when the network is under the influence of
misbehaving agents.

Definition 8 (Resilient rendezvous): A leader-follower MAS
is said to achieve resilient rendezvous if

lim |z;[t] — Y| =0, Vi e Fp %)
t—o0

holds for all initial states of nodes and any possible misbe-
having set.

Remark 3: The existing studies [12], [23], [24] mainly focus
on addressing resilient rendezvous problems under leaderless
structures, where the healthy agents are required to move
within a convex hull (determined by the initial states of healthy
agents) and reach rendezvous on a common state. However, it
is also desirable that the healthy agents reach rendezvous on
a certain reference state, which may be outside of this convex
hull. This objective will be achieved by solving the above
resilient rendezvous problem for leader-follower MASs.

D. LFAT Algorithm

Without prior information on the identity of misbehaving
agents, how to eliminate potential threats for each healthy
follower and achieve resilient rendezvous for the MAS remains
a challenging problem. Motivated by [13], [37], a leader-
follower attack-tolerant (LFAT) algorithm is developed in this
subsection. The LFAT algorithm includes the following four
steps:



1) (Initializing states and parameters): Initialize the state
of leaders with Y, initialize the state of followers ran-
domly within a given interval, and set the attack-related
parameter f > 0.

2) (Collecting in-neighbors’ information): Each healthy
follower 4 collects ;[t] and «[t] from all j € NV]" at
each time step ¢ and sorts them in an ascending order.

3) (Eliminating suspicious states): Define the parameter
eeNas

m 1 m
L {maxw [=S-10), i NP2

1 otherwise.

Then, compared with z;[t|, agent ¢ eliminates the &
largest and smallest in-neighbor states in the sorted list.
If there are fewer than ¢ in-neighbor states strictly larger
or smaller than z;[¢], then all of them will be eliminated.
4) (Updating state values): The healthy follower 7 applies

F({=i}) = Y
JETM[E\RINt]

05[]} [t],

>

FENPINRY[H]

05 [t] ¢]

for state update, where 0;;[t] = 1 =3¢ v ringe) 05 [¢]
and RI"[¢] is the set of removed in-neighbors through
Step 3.

Note that Step 1 of the LFAT algorithm requires all leaders
to have the same initial state, so that the healthy followers can
converge to the identical value propagated by these leaders
and achieve leader-follower rendezvous. Even if some healthy
leaders or followers may be attacked subsequently and become
misbehaving agents, their adverse effects will be eliminated
through Steps 2 and 3.

Compared to the W-MSR algorithm, the LFAT algorithm
not only explicitly states the initialization for agents’ states
and attack-related parameter, but also eliminates different in-
neighbor values according to the number of in-neighbors.
When |Nj"| < 2f, fewer or no in-neighbors will be re-
moved. This operation is beneficial for healthy followers to
approach the reference state under proper graph conditions.
More importantly, with the LFAT algorithm, the sufficient
condition for ensuring leader-follower resilient rendezvous
can be relaxed from strongly (2f + 1)-robustness to strongly
(f + 1)-robustness of Dy, as we will see later.

Assumption 1: For all time steps ¢ € N and for all healthy
agents ¢ € H, the weights 6,;[t] and 6;;[t] in (6) satisfy the
following conditions.

1) 0;;[t] > p, Vj € I, where p € (0,1);

2) 0ylt] = 0if j ¢ T}";

3) Z?Zl 0;;t] = 1, where n = |V|.

Remark 4: For Step 1 of the LFAT algorithm, it should
be noted that initializing the leaders’ states with Y is a fixed
and essential procedure. Otherwise, the resilient rendezvous
problem will become a resilient containment problem [30],
where the states of healthy followers converge to the interval
constructed by the minimum and maximum values of the
initial states of healthy leaders. In addition, since different

random initialization strategies for followers may incur a
minor increase in convergence time, it is advantageous to
estimate an approximate initialization interval in advance to
improve convergence performance.

Remark 5: The reason why the boundary is taken as “2f”
in Eq. (5) is that the proposed leader-follower attack-tolerant
(LFAT) algorithm eliminates different numbers of in-neighbor
states (defined as €) according to whether they have more than
2f in-neighbors or not. For one thing, this choice aligns with
the W-MSR algorithm that eliminates up to 2f in-neighbors’
states. For another, the boundary value “2f” not only guar-
antees resilient rendezvous, but also retains more effective
information for state updates. Thus, resilient rendezvous can
be achieved with reduced network redundancy. Furthermore,
this boundary can better distinguish the two cases in Eq. (5).

III. MAIN RESULTS

With the LFAT algorithm, the graph condition to achieve re-
silient rendezvous for leader-follower MASs is further derived
in this section. In what follows, let

Mt = | max_ {xit] z;[t]}, o
mft] = _min  {ailt], z;t]}.

Then, we present the following lemma for x [¢].

Lemma 1: Consider a leader-follower MAS modeled by
D = (V,€&). Let Assumption 1 hold. Suppose that D is
strongly (f + 1)-robust w.r.t. £, the misbehaving set M
fulfills the f-local attack model, and the healthy followers
execute the LFAT algorithm for state updates. Then, it holds
Zi[t] € [mlt], M[t]] , Vi € Fp, Vj € NPE\RP[L].

Proof: Since Dy, is strongly (f + 1)-robust w.r.t. £, and
the misbehaving set M fulfills the f-local attack model, for
each healthy follower ¢ € Fj, it possesses at least f + 1
healthy in-neighbor agents and at most f misbehaving in-
neighbor agents. Without loss of generality, we assume that
Agent ¢ possesses f + 1 + a in-neighbors from H and b in-
neighbors from M, where a,b € N and b < f. Consider
zi[t] ¢ [mlt], M[t]]. Then, it must be sent by M according to
the definitions of m[t] and M[t]. When |[Ni"| < 2f, it follows
from (5) that ¢ = a + b > b. Through the LFAT algorithm,
this misbehaving x[t] will be eliminated. Otherwise, when
IV > 2f, it yields € = f > b. The misbehaving z’[t] will
also be eliminated using the LFAT algorithm. [ ]

Remark 6: Note that the graph condition “Dj, is strongly
(f + 1)-robust w.r.t. £,” in Lemma 1 is somewhat idealized,
since it requires the identities of the healthy leaders to be
known a priori. To render the graph condition more practical,
we adopt a similar idea of [28], which assumes that a small
number of healthy agents cannot be attacked (defined as
trusted agents) and forms a robust subgraph among these
agents. Likewise, we assume a small group of leaders to be
trusted (denoted as L£;). Unlike healthy agents, these trusted
leaders adhere to predetermined update rules, but cannot be
compromised by adversarial attacks. Subsequently, we define
a subgraph D, that captures the agents in £; U F;, and the
connections between these agents. Then, the original graph
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(a) The idea of constructing a robust graph with trusted agents in [28]. The constructed graph is an undigraph under the leaderless structure.

© O O O © O O

-

m O O O B O O

Original graph

Set trusted leaders

D Trusted leader

O

- O Healthy follower
D . Misbehaving leader

Construct a strongly robust subgraph

(b) The idea of constructing a strongly robust graph with trusted leaders in this paper. The constructed graph is a digraph under the leader-

follower structure.

Fig. 1. Illustration of constructing robust graphs with trusted agents.

condition is modified to: “D; is strongly (f + 1)-robust w.r.t.
L,”. This modified graph condition can also serve as a suf-
ficient graph condition for achieving leader-follower resilient
rendezvous, while it only needs to enhance the security of
a small number of nodes. Thus, in practical scenarios, we
can use the modified condition to construct strongly robust
graphs. Figs. 1(a) and (b) illustrate the ideas of constructing
robust graphs with trusted agents in [28] and in this paper,
respectively. Nonetheless, the original graph condition is still
adopted in this paper due to its significance in theoretical
analysis and practical scenarios.

7With Lemma 1, we further demonstrate the monotonicity of
M]t] and m|t] as follows.

Lemma 2: Suppose the same preconditions as in Lemma 1.
For all time steps ¢ > 0, the following statements hold:

1) M][t] is nonincreasing and m|t] is nondecreasing.
2) z[t +1] € [m[t], M[t], Vi € H.

Proof: Here we only provide the proof for healthy follow-
ers, since the healthy leaders are static and their state values
always satisfy the above two statements.

We start with the proof of monotonicity for M[t] and m]t].
Consider a healthy follower ¢ € Fj,. By invoking the update
rule (6), Assumption 1, and Lemma 1, the state z;[t + 1] is
upper bounded by

wlt+1) < Ou[M[]+ Y 0[EM[Y)

FENTI\RY[1] ()
= MT[t].

Note that the above relation holds for all ¢ € F;, which
yields M[t + 1] < M[t]. Likewise, we have m[t + 1] > ml[t].
These facts indicate the monotonicity of M[t] and m|[t], which
completes the proof of the first statement of Lemma 1.

Now, let us turn our attention to the second statement. It

follows from (6) that

wlt+10 > 0 fmit + S Oyl

FENPENRY[H] )
= mlt].

Synthesizing (8) with (9), we obtain m[t] < z;[t +1] < M][t].
Note that this relation holds for all ¢ > 0 and for all ¢ € F,.
Thus, we eventually reach z;[t + 1] € [m[t],[M[t]], Vi €
H, Vit > 0. ]

With these results, it is time to give the condition on
the network topology to guarantee leader-follower resilient
rendezvous with the LFAT algorithm.

Theorem 1: Consider a leader-follower MAS described by
a time-invariant digraph D = (V, ). Let Assumption 1 hold.
Suppose that the misbehaving set M satisfies the f-local
attack model stated in Definition 7. Then, the necessary and
sufficient condition for achieving resilient rendezvous with the
LFAT algorithm is that Dy, is strongly (f+ 1)-robust w.r.t. Lp,.

Proof (Necessity): We prove the necessity with a contra-

diction argument. If D}, is not strongly (f + 1)-robust w.r.t.
L, then there exists a healthy follower i € F;, who possesses
at most f healthy leaders (with the state values 1) and at most
f misbehaving agents as in-neighbors. Suppose that the MAS
has already reached rendezvous, i.e., all healthy followers
reach rendezvous on Y. Through the LFAT algorithm, at most
f — 1 largest and smallest in-neighbor values will be filtered
out. If the misbehaving agents maintain their state values at
c € R,c# 7, at least one misbehaving agent will be retained,
which results in a breach of rendezvous.

(Sufficiency): For any ;1 € R and ¢,/ € N, let

Xyp(t, bop) ={j € Frajft+ 4 > M[t] — p},

10

Xt ) ={j € Frajit+ ¢ <mlt]+ pn}. (19)
Furthermore, we define

Var(t b, p) = Xgp(t, €, ) N H, an

ym(t,f,/i) = Xm(t,ﬁ,u) NH,



which capture the healthy agents in AX5;(¢,4, 1) and
X (8,4, 1), respectively. Next, we define

Uy (t, 0, 11) = Vr(t, £, 12) U Vi (£, 0, 12) (12)
as the union of the two sets in (11). In addition, let
D[t] = M[t] — mlt],
pt, 0) = (M[t] — mlt])/2, (13)

p(t, €) = pu(t, 0).

With these notions, we first concentrate on Yy7(t,0, 4(t,0))
and Y, (t,0,u(t,0)). Consider the set Uy = Fy. Since
Dy, is strongly (f + 1)-robust w.r.t. £;, and the misbehav-
ing set M fulfills the f-local attack model, there exists at
least one healthy follower i € Fp, in Yq7(¢,0, u(t,0)) or
Y (t,0,u(t,0)) that has at least f + 1 healthy in-neighbors
outside its respective set and at most f in-neighbors from M.

We first suppose i € V37(t,0, u(¢,0)). Considering the im-
plementation of the LFAT algorithm, at least one in-neighbor
j € NI\ RP[t] satisfies x [t] < M[t]—pu(t, 0) and this z*[¢]
is remained for state update. Note that the state update of agent
1 is a convex combination of its own state and the state it uses
from its in-neighbors, and each coefficient in the combination
is lower bounded by p due to Assumption 1. From Lemma 2,
one knows that the largest state that agent ¢ will use at time
step ¢ is M[t]. By invoking the convexity inequality, placing
the largest possible weight 1 — p on M][t], and placing the
smallest possible weight p on M[t] — pu(t,0), one produces

zi[t +1] < (1 = p)M[t] + p(M[t] — u(t,0))
= M[t} — pu(t,0) = M[ﬂ — u(t, 1),
which means that agent ¢ will move out from Vy7(¢, 1, u(t,1))
at time step ¢ + 1 since x;[t + 1] < M][t] — u(t,1). Note
that the relation (14) also holds for healthy followers in
Fir\Xz7(t, 0, 1(t,0)). Thus, one obtains

If the healthy follower i € Y,,(¢,0,u(t,0)), the imple-
mentation of the LFAT algorithm ensures that at least one
of agent i’s in-neighbor j € N[t]\RP[t] satisfies ' [t] >
mlt]+u(t,0) and this 2%[¢] is remained for state update. From
Lemma 2, one knows that the smallest state that agent 7 will
use at time step ¢ is m/[t]. By invoking the convexity inequality,
placing the largest possible weight 1 — p on m|t], and placing
the smallest possible weight p on m|t] + p(¢,0), one has

it +1] = (1 = p)mlt] + p(mlt] + u(t, 0))
= m[t] + pp(t,0) = mt] + pu(t, 1),
which means that agent ¢ will move out from Y, (¢, 1, u(t, 1))
at time step ¢ + 1 since =z;[t + 1] > mlt] + (¢, 1). Note
that the relation (16) also applies to healthy followers in
Fr\Xm(t,0, u(t,0)). Thus, one has

Synthesizing (15) with (17), one concludes that no

matter whether agent ¢ belongs to Y37(,0,u(t,0)) or
Y (t,0, u(t,0)), it holds

D}ﬁ(t; 1»/1*(t7 1))| + |ym(t7 17M(t7 1))‘

<|Vaz(t, 0, pu(t, 0))| + [V (2, 0, (2, 0))]-

(14)

(16)

(18)

According to the definition in (12), the relation (18) can be
rewritten as

Uy (t, 1, u(t,1))| < Uy (2,0, pu(t, 0))], 19)

since V37(t,0, 1(t,0)) and YV, (,0, u(t,0)) are disjoint, and
Va7r(t, 1, u(t, 1)) and Vi, (t, 1, u(t, 1)) are disjoint.

Next, we consider the set Uy = Uy (t, 1, u(t, 1)). If U is
not empty, we adopt a similar analysis as above and obtain
that there exists at least one healthy follower ¢; € JFj in
Vir(t, 1, u(t, 1)) or Vi (t, 1, 1(t, 1)) that has at least f + 1
healthy in-neighbors outside its respective set and at most f
in-neighbors from M. We first suppose i1 € V37(t, 1, u(t,1)).
Then, the state x;, [t + 2] follows

ziy [t +2] < (1= p)M[t + 1] + p(M[t] — p(t, 1))
< M[t] = p°u(t,0) = Mt] — u(t,2).
Note that the above relation also holds for healthy followers
in Fp\A57(t, 1, pu(t,1)). If iy € Y (t, 1, (2, 1)), one has
zi [t +2] = (1= p)mlt + 1] + p(m[t] + p(t, 1))
> mlt] + p*u(t, 0) = mt] + p(t, 2).

The relation (21) also applies to healthy followers in
Fr\Xm(t, 1, u(t,1)). Consequently, it yields

(20)

21

Uy (t,2, 1, 2))] < |Up(t, 1, p(t, 1))]- (22)
By recursion, we know that for any ¢ € N, it holds
Uy (t, 6 u(t, )] < [Up(t, €+ 1,u(t, L+ 1)) (23)

Y (t,n, u(t,n)) (or both) will be empty. Regarding the for-
mer case, it holds M|t + n] < M[t] — pu(t,n). By invoking
the first statement of Lemma 2, it yields m[t + n] > mlt].
Synthesizing these two results yields

Since |Uy(t,0,u(t,0))] < n, either Vy7(t,n, u(t,n)) or

D[t +n] = M[t + n] — m[t + n]
< M[t] — p(t,n) — mlt] (24)
= (1-2)pp

Note that the relation (24) holds for any ¢ € N. Thus, we
further derive

DIt +kn] < (1 — %)kD[t], Vk € N.

(25
Since 1 — % € (0,1), we eventually arrive at limg_,oo D[t +
kn] = 0, which implies lim, ,,, D[t] = 0. This fact means
that rendezvous among the healthy agents is achieved, i.e.,
limy 0o M[t] = limy_s oo m[t].

It remains to prove that all healthy followers will reach ren-
dezvous on Y. By contradiction, we assume lim;_, o, M[t] =
lim; ,o m[t] # Y. By the condition of strong (f + 1)-
robustness, there exists at least one healthy follower ¢ € Fp
who possesses at least f + 1 healthy leaders as in-neighbors.
Through the LFAT algorithm, at least one leader with the state
value Y is retained and the rendezvous state is violated. Thus,
we eventually arrive at lim; oo M[t] = limy oo m[t] = T,
which implies that resilient rendezvous is achieved. [ ]

For the convenience of subsequent comparison, we present

the convergence result using the W-MSR as follows.



(a) LFAT.

(b) W-MSR.

Fig. 2. Digraphs fulfilling sufficient conditions for achieving resilient ren-
dezvous with different resilient algorithms (f = 1).

Theorem 2 ( [13]): Consider a leader-follower MAS de-
scribed by the digraph D = (V, ). Let Assumption 1 hold.
Suppose that the misbehaving set M satisfies the f-local
attack model stated in Definition 7. Then, a sufficient condition
to achieve a resilient rendezvous with the W-MSR algorithm
is that D is strongly (2f + 1)-robust w.r.t. L.

Remark 7: Figs. 2(a) and (b) show the two sufficient graph
conditions to achieve leader-follower resilient rendezvous with
the LFAT and W-MSR algorithms (denoted as Condition 1
and Condition 2, respectively). Their main differences are
summarized as follows:

1) Prior information. Both of them require the identities
of leaders and followers as prior information, while
Condition 1 needs to know the identities of all healthy
leaders in advance;

2) Graph construction emphasis. The construction of Con-
dition 1 focuses on the robustness of local healthy net-
work, while the construction of Condition 2 concentrates
on the robustness of overall network;

3) Network redundancy. Compared with Condition 2, Con-
dition 1 can reduce at most 50% of the network redun-
dancy in the absence of adversarial attacks by relaxing
the graph condition from strong (2f + 1)-robustness to
strong (f + 1)-robustness. When subject to the same
attack model, the network redundancy of Condition 1 is
also lower than that of Condition 2.

In addition, Condition 2 is a stricter graph condition than
Condition 1, i.e., if the overall network D is (2f 4 1)-robust
w.r.t. £, then the healthy network Dy, is strongly (f+1)-robust
w.r.t. Ly, but not vice versa.

Note that the above conclusions can be extended to time-
varying networks with the help of Definition 4.

Corollary 1: Consider a leader-follower MAS modeled by
a time-varying digraph D[t] = (V,&][t]). Let Assumption 1
hold. Suppose that the misbehaving set M satisfies the f-
local attack model stated in Definition 7. Then, a sufficient
condition for achieving resilient rendezvous with the LFAT
algorithm is that Dy[t] is jointly and strongly (f + 1)-robust
w.r.t. Lp,.

Proof: Similar to the proof of Theorem 1, one constructs
two nonempty and disjoint sets V57 (¢, tn —t, pu(t, tp, —t)) and
Y (t, tn — t, u(t,tp, —t)). As the underlying network Dy [t]
of healthy agents is jointly and strongly (f + 1) robust w.r.t.
Ly, there exists a time step ¢; in each time interval [tj,,t541)
such that there exists a healthy follower ¢ € F}, in yﬁ(t, ty, —
t,u(t, th—t)) or Y (t, tn—t, pu(t, tp,—t)) that has at least f+1
healthy neighbors outside of its respective set. Subsequently,

one derives

|Z/[y(t7 th+1 — ¢, N(t’ tht1 — t))‘ < ‘Z/{y(t, th —t, :U’(tv th — t))'

(26)
if both Vp(t, tn—t, u(t, tn —t)) and Vo, (¢, tn —t, u(t, th —t))
are nonempty. Therefore, at least one of V7 (¢, nT, u(t, nT))
and YV, (t,nT, p(t,nT)) is empty due to | V57(¢,0, u(t,0))| +
])}m(t,o,u(t,O))‘ < n, where T is the maximum length of
time intervals [tp,tn41). For both of these two cases, one

shows
D[t +nT)] < D[t] — p(t,nT)
nT 27
= (1= Z-)Dl, 7
which results in limy_, o, D[t+knT] = 0. Thus, we eventually
reach lim;_, o, D[t] = 0.

It remains to prove that the state values of all healthy fol-
lowers converge to Y. By adopting a similar analysis to Theo-
rem 1, we eventually arrive at lim;_, o, M [t] = lim;_, o m[t] =
T. This completes the proof of resilient rendezvous for leader-
follower MASs in time-varying networks. [ ]

IV. NUMERICAL EXAMPLE

In this section, several numerical examples are given to
validate that strong (f + 1)-robustness is necessary and suffi-
cient to achieve resilient rendezvous for leader-follower MASs.
The superiority and scalability of the LFAT algorithm are also
validated, respectively.

A. Comparison Between the LFAT and W-MSR Algorithms

1) Under Digraph Fig. 2(a): We consider a digraph D =
(V,€) with £L = {2,3,4} and F = {1,5,6,7,8}; see
Fig. 2(a). Note that Dy, is strongly 2-robust w.r.t. £, which
satisfies the sufficient condition for achieving leader-follower
resilient rendezvous with the LFAT algorithm when the MAS
is subject to the 1-local attack model, but not for the W-MSR
algorithm. In addition, we assume that Leader 3 is misbehav-
ing, whose motion is expressed as x3[t] = 2.54 0.2 x ¢. It can
be verified that the MAS satisfies the 1-local attack model.
Let the initial states of all agents be [x1[0],--- ,zs[0]]T =
[2,1.2,2.5,1.2,-2,6,2,3.2]T, which implies T = 1.2.

To start with, we apply the W-MSR algorithm to the leader-
follower MAS. The convergence result is depicted in Fig. 3(a).
Notice that only the state value of Agent 6 converges to
the right value T = 1.2, while other healthy followers fail
to achieve leader-follower resilient rendezvous. Note that the
state value of Agent 1 remains unchanged. This is because
the W-MSR algorithm removes all available in-neighbors of
Agent 1 used for state updates.

As a comparison, the convergence result with the LFAT
algorithm is depicted in Fig. 3(b), from which we observe
that all healthy followers reach rendezvous on T = 1.2 despite
the influence of misbehaving Agent 3. The implementation of
the LFAT algorithm ensures that each healthy follower has a
certain number of in-neighbors to update its own state. These
results also imply that, compared to the W-MSR algorithm, the
proposed LFAT algorithm enables the MAS to achieve leader-
follower resilient rendezvous with relaxed graph conditions.
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(a) The state values of healthy followers fail to
achieve leader-follower resilient rendezvous.
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(b) The state values of all healthy followers achieve
leader-follower resilient rendezvous.

Fig. 3. Convergence results of the MAS under Fig. 2(a) with (a) the W-MSR algorithm and (b) the LFAT algorithm. The solid lines indicate the healthy
followers, the dotted lines indicate the healthy leaders, and the dashed dot line indicates the misbehaving agent.

2) Under Digraph Fig. 2(b): In this case, the digraph D
is strongly 3-robust w.r.t. £, which implies that each follower
has at least 3 in-neighbors. By invoking (5), it holds € = f and
the LFAT algorithm becomes the W-MSR algorithm. Conse-
quently, there is no need to compare the two algorithms in this
situation, since they will exhibit the identical performance.

3) Under Respective Sufficient Graph Conditions: To fur-
ther compare the performance of the LFAT and W-MSR
algorithms using different metrics, we let the two algorithms
operate in their respective sufficient graph conditions, i.e., the
LFAT algorithm operates in Fig. 2(a) and the the W-MSR
algorithm operates in Fig. 2(b). Other settings are the same as
that in Case 1).

The convergence result under Fig. 2(a) with the LFAT algo-
rithm has been illustrated in Fig. 3(b), while the convergence
result under Fig. 2(b) with the W-MSR algorithm is depicted in
Fig. 4. It can be observed that resilient rendezvous is achieved
in both situations. However, by calculating the number of
directed edges of Fig. 2(a) and Fig. 2(b), respectively, we
find that the network redundancy using the LFAT algorithm
is lower than that of W-MSR algorithm. This is because the
propose method relaxes the graph robustness requirement. To
show the convergence rate of the leader-follower MAS using
the LFAT and W-MSR algorithms more intuitively, we define

elt] = (28)

wx(ail]) - |
as the convergence error. According to Definition 8, the
leader-follower MAS will achieve resilient rendezvous if e[t]
asymptotically approaches zero. Then, the convergence errors
with the LFAT and W-MSR algorithms under their respective
sufficient graph conditions are shown in Fig. 5, from which
we observe that the LFAT algorithm demonstrates a faster
convergence rate. This is because the LFAT algorithm retains
more available information. To quantify the result, we define
the time step when e[t] < 0.001 is first reached as the con-
vergence time. Then, the above quantitative results, including
the number of directed edges and the convergence time of the
two algorithms are listed in TABLE I, from which we observe
that the proposed LFAT algorithm outperforms the existing
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Fig. 4. Convergence result of the MAS under Fig. 2(b) with the W-MSR
algorithm.
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Fig. 5. Convergence errors with the LFAT and W-MSR algorithms under
their respective sufficient graph conditions.

W-MSR algorithm in terms of the network redundancy and
convergence rate, since it shares fewer directed edges and a
shorter convergence time.

B. Resilient Rendezvous in Large-Scale Networks

To validate the scalability of the LFAT algorithm, we extend
the obtained results to a larger-scale network. To this end,
we consider a strongly 2-robust digraph with sixteen nodes
and described by Fig. 6, where £ = {4,5,...,8} and the
remaining agents are followers. Furthermore, we let Leader 8



TABLE I
PERFORMANCE COMPARISON BETWEEN THE W-MSR ALGORITHM AND
THE LFAT ALGORITHM UNDER THEIR RESPECTIVE SUFFICIENT GRAPH

CONDITIONS.
Algorithm Sufficient Graph Condition Directed Edges ~ Convergence Time
W-MSR D is strongly (2f + 1)-robust w.r.t. £ 17 Time step 46
LFAT Dy, is strongly (f + 1)-robust w.r.t. L, 12 Time step 34
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Fig. 7. State values of agents in a larger-scale MAS. The trajectories of
healthy followers (solid line) converge to the reference value (black dashed
line) propagated by healthy leaders, despite two misbehaving agents (red
dashed dot line) exist in the network.

and Follower 15 be misbehaving agents, whose trajectories are
described as zs[t] = 2.5+0.2-¢ and x5[t] = 10-sin(t/5)+2,
respectively. Although there exist two misbehaving agents,
the MAS still satisfies the 1-local attack model according to
Definition 7. The initial states of all healthy followers are
random values in the interval [—10, 10], while the state value
T of the leaders is chosen as

—2, if t €0, 20),
T =<5 ifte][2040),
1, if t € [40,60],

(29)

The state values of all agents using the LFAT algorithm are
shown in Fig. 7, from which we observe that the state values
of healthy followers (solid line) successfully converge to the
reference value (black dashed line), despite the influence of
two misbehaving agents (red dashed dot line) in the network.
Therefore, resilient rendezvous is guaranteed. This simulation

also demonstrates that the proposed LFAT algorithm is scal-
able for large-scale networks.

C. Resilient Rendezvous in Time-Varying Networks

In this subsection, resilient rendezvous is further guaranteed
in time-varying networks to relax the graph robustness require-
ment at each time step. To this end, we consider a jointly
and strongly 2-robust digraph D[t] with sixteen agents, where
L =1{4,5,...,8} and the remaining agents are followers. The

state value Y of the leaders is chosen as T = —2. The network
topology is shown in Fig. 8 and switches as follows:
Dl, t= 3m,
Dt] = Dy, t=3m+1, meN. (30)
D3, t=3m+ 2.

Other simulation settings are the same as that in Section IV-B.

Fig. 9 illustrates the state values of sixteen agents with
the proposed LFAT algorithm in time-varying networks, re-
spectively. Although the misbehaving agents 8 and 15 deviate
from the normal state update, all healthy followers successfully
reach rendezvous on the reference value propagated by healthy
leaders. These results validate Corollary 1. Furthermore, it is
worth mentioning that, though none of the three digraphs in
Fig. 8 is a strongly robust graph, resilient rendezvous is still
ensured for leader-follower MASs under the 1-local attack
model. This fact means that the conventional requirement
on network topology is relaxed by introducing the jointly
and strongly robust graph. These results also exhibit that
the proposed LFAT algorithm is scalable for time-varying
networks.

D. Application of the LFAT Algorithm to Microgrid Systems

In this subsection, we apply the proposed LFAT algorithm to
a single-phase microgrid system and endeavor to tackle a fre-
quency synchronization problem when the system is subject to
adversarial attacks. Fig. 10 illustrates the simulated microgrid
[38], which consists of twenty voltage source inverters serving
as grid-forming generators and twenty points of common cou-
pling (PCCs) to connect the generator to adjacent power grids.
The corresponding communication network of the microgrid
is depicted in Fig. 11, which implies that the system operates
in a leader-follower mode with Generators 1 and 2 being
the leaders and the remaining generators being followers.
Furthermore, we consider that the microgrid is suffering from
an external adversarial attack, where all generators operate
normally and two attackers try to compromise Generators 6,
10, 11, and 15. Specifically, the attackers disguise themselves
as in-neighbors of these generators and inject false data into
them at each time step.

Regarding the frequency synchronization problem [39], the
microgrid is to be synchronized at points of interconnection
near Generators 1 and 2. Then, the frequency reference cor-
rection Aw;, | = 1,2 of Generators 1 and 2 is expressed as
the difference between the measured frequency wpcc; of the
microgrid and the nominal reference w™:

A("-)l = Wpccl — W*a l= 132; (31
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Fig. 8. A jointly and strongly 2-robust digraph with sixteen agents.

while the frequency reference corrections of the remaining
generators adhere to the resilient strategy modified from [39]:

Aw;[t + 1] = aij [t] | Aw;[t]

1
- >
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(32)

where k; is the distributed synchronization gain. From (31)
and (32), it can be observed that the frequency reference
corrections follow a leader-follower mode with Generators 1
and 2 being leaders. By implementing the proposed LFAT
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Fig. 9. State values of agents in a time-varying digraph. The trajectories of
healthy followers (solid line) converge to the reference value (black dashed
line) propagated by healthy leaders, despite two misbehaving agents (red
dashed dot line) exist in the network.
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Fig. 10. Illustration of the simulated microgrid.

Fig. 11. Communication network of the microgrid.

algorithm, the frequency references of all other generators
will converge to the frequency of the microgrid system at
Generators 1 and 2 despite the influence of two external
attackers.

In the simulation, the frequency reference corrections of all
generators are initialized with zero and the gain kg is set as
ks = 0.8. At the 20" time step, the information states Aw;
and Aws reduce from 0 to —27 rad/s, and the LFAT algorithm
is implemented. At the 80™ time step, the information states
Aw; and Aws increase from O to 27 rad/s, and the W-MSR
algorithm is implemented. The convergence result is shown
in Fig. 12. During the 0-80" time steps, the proposed LFAT
algorithm effectively keeps Aw; rendezvous, thereby achieving
distributed frequency synchronization. However, after the 80"
time step, not all frequency reference corrections of Genera-
tors 3 to 20 are able to follow the changes of Generators 1
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Fig. 12. Convergence result of the microgrid. The solid lines indicate
Generators 3-20, the black dotted lines indicate Generators 1 and 2, and the
red dashed dot lines indicate the two external attackers.

and 2. Some remain unchanged at —27 rad/s while others
cannot converge to 27 rad/s. This simulation demonstrates that
frequency synchronization is not guaranteed with the W-MSR
algorithm.

V. CONCLUSION

In this study, we have investigated the leader-follower
resilient rendezvous problem for MASs subject to adversarial
attacks. Compared with the existing studies, the advantages of
the proposed method are as follows.

1) A novel attack-tolerant algorithm. This paper proposes a
leader-follower attack-tolerant (LFAT) algorithm, which
enables the healthy followers to achieve resilient ren-
dezvous with reduced network redundancy.

2) More complete theoretical conditions. The theoretical
part derives the necessary and sufficient condition for
achieving resilient rendezvous, which bridges the gap
on graph condition analysis.

3) Application to the microgrid system. We apply the
proposed LFAT algorithm to a large-scale microgrid
system and address a frequency synchronization problem
when the system is subject to adversarial attacks. The
result shows that the LFAT algorithm effectively keeps
the frequency reference corrections rendezvous, thereby
achieving distributed frequency synchronization.

Although the proposed LFAT algorithm has been demon-
strated to efficiently defend against adversarial attacks with
reduced network redundancy, it still has some limitations. For
one thing, it requires each healthy follower to communicate
with its in-neighbors at each time step to obtain their states.
This requirement means that frequent information interac-
tions between agents will occur, which may cause heavy
communication overheads. For another, the proposed method
assumes that the attack model is static, while the adversarial
attack may be dynamically changing. In the future, we will
incorporate the event-triggered mechanism to reduce the com-
munication burden and consider more realistic and dynamic
attack models. e.g., the susceptible-infected-recovered (SIR)
attack model [40].
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